
2. Normalisation
Logs are standardised
into a consistent
format for efficient
analysis.

3. Parsing and Enrichment
Key details such as users, IPs
and timestamps are
extracted and enriched with
context.

4. Automated Threat
Detection
Correlation rules identify
suspicious patterns,
including:

Failed logins
Unusual access
locations
Abnormal data
movement
Lateral movement

Privilege escalation

5. Alerting
Potential threats
trigger prioritised
alerts based on
risk and severity.

6. Automated
Response
Where enabled, actions
can be taken
automatically to
contain threats:

Block IPs
Isolate devices

Disable accounts

7. Investigation
and Resolution
Security teams
investigate alerts,
confirm incidents
and resolve
issues.

8. Continuous Incident
Resolution and
Reporting
Detection and response
improve over time as
new data is analysed.

SOC Team
Internal or our

SOC team
support

www.amicisgroup.co.uk hello@amicsigroup.co.uk0333 305 5348

How SIEM Works
Security Information and Event Management (SIEM) brings together security data from
across your organisation. It collects, centralises and analyses activity from systems, users
and networks to identify threats, raise alerts and support rapid incident response.
By correlating events in near real time, SIEM improves visibility and enables security
teams to detect, investigate and respond to attacks more effectively.

Data Sources 
Security Data Sources

Endpoints and users
Servers and
infrastructure
Network and
firewalls

Cloud platforms

1. Log
Collection
SIEM ingests
activity logs
from systems,
users and
services across
the
environment.

Cloud services

Log Switch
Collects all logs
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Examples
Multiple failed logins
Malicious IP Traffic
Unusual locations
Excessive data
Lateral Movements
Attempts at privilege
escalation

Amicis Group would be happy to discuss SIEM further with your
organisation and see how it could support your cyber security.
Please feel free to reach out or directly book a brief call with
the link below: Book your call

https://meetings-eu1.hubspot.com/a-gill

